Who has access. To what. How they got it. What
they’re doing with it.
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Critical Elements of Identity Management
Source: Gartner Group 2011




Virtual Applia

Self-Contained:
— NetVision Engine
— Database
— Reporting Engine
— Web Services

Pre-Installed and Configured

Security Hardened
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= [ Microsoft
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[ Groups
[ Users
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[ HIPAA
[ Security Event Log
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Bl [ Microsoft
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= [ Authentication
[ Adrninistrative Accounks
[ Service Accounts
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[ [ Groups
[ Administrative Accounts
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[ Server-Workstation
Bl [ Users
[ Adrinistr ative Sccounts
[ Service Accounts
1 Exchange
[=] [ File Svstem
[ frcess
[ Properties _—
[ Security Event Log
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% Access Rights

Current User: SIMOMN 10 Administratar

Help

L) AD Group Deletions
L) AD Group Deletions of Administrator Groups
L) AD Group Membership Changes

L) A0 Group Modifications of groupType
L) AD Group Maoves ar Renames

L) A0 Group Membership Changes of Administrat. ..

L) A0 Group Moves or Renames of Adminiskrakor ...

Object Modified

One product monitors:
Active Directory
eDirectory

Windows File Sys

E:d EVEENS - NetApp Filers

NetWare File Sys
Novell NSS File Sys
Microsoft Exchange

add... | Remaove

Reqistration Filkers:

DomainsiServers I AD Conbext | AD Atkribukes | a0

Best practice policies for

each system built in

Highly configurable =
necessary and sufficient

PoliciesMicrosoft) Active Directory\Groups

information
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4[| [E 2008R264BITSRVR Report Type: Effective Rights - By User/Group Report Title: File Report - John Demo Off
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| | [ Search

- Visibility to delegated
rights in Active Directory
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Traverse Folder /
Execute File
List Folder / Read

FullContral
Data

b [ [ 2008R284BITDOM
b ¥ [ 328IT2003D0MAIN 20035ERVER | B 32BIT2003DOMAIN\Administrator | [E] €11 4,871
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| Local Accounts )
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- Easy visibility to Security
Group memberships
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2003SERVER | ) 32BIT2003DOMAIN\Domain Admin: E] C:' 4,871
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[+] FullContrel
|« Traverse Folder / Execute File
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- Enables automation of
routine processes
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[+] Read Attributes <




Eliminates downti ue to accidents or
insider attacks

Quickly identify and correct bad behavior




